
 Unit 5: Management of Incidents and Food   

 Defence 
Level:        4 

 

NLH:         50 
 

Value:        5 
 
 

This unit is internally set and internally assessed 
 
 

Unit aim 
 
 

This unit introduces learners to the need for formal systems to be in place to deal with any 
incidents that might occur within the food industry. 

 

 

Unit introduction 
 

Large retail, industrial and food service customers in the food industry expect their suppliers 
to demonstrate the ability to investigate problems and deal with them in an appropriate 
manner. The need for systems for traceability, problem isolation, withdrawal and recall are 
extremely important and it is expected that their effectiveness is regularly tested and 
validated. This unit of study explains some of the techniques used to deal with a range of 
incidents, and provides tools to establish the seriousness of the problem and to develop a 
strategy for resolving the situation. 

 

 

Learners will understand the need for formal systems for traceability, incident management, 

withdrawal and recall and will have necessary skills to investigate problems, assess risks 

associated with them and develop strategies for their resolution. The learner will be able to 

explain the importance of closed discussion and controlled communication, and the need for 

accurate and detailed reporting and recording. The difficulties associated with balancing 

decisions based on verifiable facts against an uncertain time frame and shifting priorities will 

also be investigated. 
 

 

This unit provides an insight into the responsibilities of senior managers and directors in an 
organisation, and the way in which different functional specialisations must work together in 
a coordinated manner. The learner will be able to contribute to an incident investigation team 
and will understand the need for discipline with regards to the decision making and 
communication during investigations. This unit can be combined with other units e.g. Unit 1: 
HACCP; Unit 2: Advanced Food Hygiene Practices and Unit 4: Food Industry Technical 
Auditing. Upon successful completion of this unit the learner may also be able to function as 
an effective incident team leader. 



 

Outcomes of learning and assessment criteria 
 

To pass this unit, the learner needs to demonstrate that they can meet all the outcomes 
of learning. The assessment criteria determine the standard required to achieve the unit. 

 
 

Outcomes of learning      Assessment criteria 

 

 
 
 

1 

 

 

Be able to identify 

potentially serious 

incidents and 

associated activities 

1.1 investigate the factors influencing the transition between 

the various stages of an incident within the food industry 

1.2 explain the potential impact of different types of incident 

1.3 describe the stages involved when an incident escalates 

into a crisis within the food industry 

2 Understand methods 

of controlling 

dangerous materials 

2.1 evaluate the risks associated with a recall scenario 

2.2 explain how the release of potentially dangerous material 

can be prevented 

2.3 explain stages of recovering material that has been 

released 

2.4 analyse the implications following loss of control 

2.5 explain the importance of clear communication and 

verification activities in the control of potentially 

dangerous materials 

3 Understand the roles 

within an incident 

team 

3.1 identify the key roles in an incident management team 

3.2 
 
evaluate the impact of changing circumstances to the 

formation of the team and roles within it 

3.3 
 
explain why discussions within the team must be closed 

discussions 

3.4 evaluate the benefits of teamworking in relation to 

incident management 

3.5 explain why an incident must be closed 

4 Incident and crisis 

communication 

 

4.1 evaluate the effects of adverse publicity, rapid escalation 

of a problem and stakeholder pressure and the impact that 

it will have on decision making. 

 4.2 explain how stakeholder analysis and risk assessment can 

be used to help develop communication strategies. 

 
4.3 explain how communication can be used to control 

expectations and opinion. 

5 Understand the  

meaning of the term 

“food defence” 

 

5.1 explain the relationship between an HACCP risk 

assessment and a food defence risk assessment 

 

 

5.2 explain where vulnerable parts of the food supply chain 

may exist 

  5.3 describe and explain the purpose of ALERT 5 



 

 

6 Be able to conduct a 

food defence risk 

assessment for a food 

manufacturing 

operation 

6.1 

 

identify the potential sources of malicious contamination 

 

6.2 create a risk assessment that can be used to record 

possible contamination risks and the preventative 

measures 

 6.3 identify upstream and downstream dependences within 

the supply chain 

 6.4 formulate a plan for investigation and action planning for 

a suspected or reported malicious contamination 

7 Development of a food 

defence plan 

7.1 explain the principal objective of Food Defence 

  

 
7.2 describe the five elements of possible food contamination 

7.3 explain what a Food Defence Plan should contain 

 

7.4 indicate the elements of a Total Food Protection Plan 

7.5 develop a Food Defence work sheet indicating count 

measures for a food factory 



 

Unit content 
 
1  Be able to identify potentially serious incidents and associated 

activities 

 
Definition of incident 

    an unusual event which has a significant impact and adverse consequences 

    deviations from, or exceptions to, normal operations 

 
Potentially serious incidents 

   problems that can become incidents eg power failure, flooding, bomb threats, 

adverse publicity 
 
Escalation 

   initial response to incident 

   key responsibilities of senior management 

 
Stages of investigation 

    definition of incident management 

    information collection 

     decision making 

     action and communication 

     consequences 
 
 

2  Understand methods of controlling dangerous materials 
 

 

Methods of controlling dangerous materials 

•    labelling of unsafe materials 

•     records of investigations 
•     storage and decision making about storage 

•     recording decisions 

•    escalation to crisis. 

 
Changing circumstance 

   Rumour 

   Speculation 

    Perception 

   re-evaluation; ripple or domino effect 

    chain or cascade of events 
 

Pace of change 
  spreading pattern of consequences 
    trigger will determine the pace 

 

 
 

Implications of loss of control 

   consequential risk assessment ( probability and impact) 

   worst case scenario vs most likely scenario 

    recovery planning and contingency planning. 



 

Communication 

   who should communicate 

    what should be communicated 

    when should communication take place 

    methods of communication 
 

 
3  Understand the roles within an incident team 

 

 
 

Incident management team 

   team members 

 role of members eg Chair, spokesperson, logistics expert, product expert, 
market expert, financial representative 

 
Roles and responsibilities of the team members 

   levels of involvement 

    closed discussion 

    minimising disruption 

 
Limits of authority 

  operational command structure 

   exceptional command structures during emergencies 

  delegation and control 
 

Limits of responsibility 

   clear understanding of corporate legal responsibility 

    delegation and assignment of individual responsibility 
 

Closure 

   action 

    communication 

   verification 
 

Learning from incident 

 lessons learned 

 plans for future 

 review of plans 

 

 

4  Incident and crisis communication  

Developing a communication strategy 

 active vs reactive communication 

 timing of announcements 

 communication of closure 

 prepared statements 

  

 



 

5 Understand the meaning of the term “food defence” 

 

The elements of the security systems and operational environment that contribute a security 
risk and the measures to prevent malicious tampering. 
 

 product tampering 

 unauthorised access 

 contamination in transit 

 raw material security 

 grievances and disputes 

 radical pressure groups 

 extortion and blackmail 
 
 

6 Be able to conduct a food defence risk assessment for a food manufacturing 

operation 

 

Identification of the parts of a food manufacturing process (that may be vulnerable to malicious 

contamination and the level of security derived from any measures in place to prevent 

malicious contamination). Farm to fork assessment and surveillance. 

 reception 

 storage 

  manufacture 

  Packaging 

  transport and delivery system 

 

7 Development of a food defence plan  

 

Prevention of and reaction to threats of malicious contamination 

 risk assessment and food defence planning 

 access control 

 employee screening 

 materials in storage 

 materials in transit 

 tamper evident packaging 

 review of the food defence plan 
 

 



 

Information for tutors 
 
Essential requirements 

 

 
 

Delivery 

This is a self-managed learning program where the learner is entirely in control of 

the pace of learning and the stage at which they receive assessment. This 
method of delivery is selected because it allows learners maximum flexibility to 

program their study around any other work or home commitments. The learning 
materials are provided as a set of notes to provide a systematic and 

comprehensive set of reference documents. There is no time limit for the 
completion of the program but it is expected that each unit would be assessed 
within a 12 month period. Circumstances and possible exceptions to his 

operational limit would be considered on a case by case basis. The main reason 
for the 12 month limit is that the printed learning material is reviewed along with 

feedback from assessors and learners once per year by an editorial board who 
update the material, thereby ensuring currency and relevance. 

 
 

The notes provide guidance where mistakes in managing incidents within a food 

industry framework can occur, the likely impact of the mistake and tips for 
avoidance. The learner is expected to read and understand the material 
provided. There is guidance to reference material that can be used to read 

around the subject and a list of assessment criteria that the learner can use to 

conduct self-assessment before they ask for formal assessment.  

 

Learners are encouraged to participate in an online discussion group for this unit 
of study and to exchange views. The discussion group is moderated by an 
assessor". 

 
 

Contact telephone numbers and an e-mail address is provided for learners who 

may be experiencing difficulties with the material, wish to provide feedback or 
have a complaint about the program. All contacts are recorded and where 

appropriate, investigated and/or referred to the editorial board for consideration 
during the annual review of the learning materials. 



 

Assessment 
 

 

The learner will achieve 1.1 the learner by examining the factors 
influencing the pace with which an incident develops.   For 1.2 the learner 
will explain the impact to the food industry of at least three types of 
incident. 1.3 will be achieved by describing the stages involved during 
progression from incident to crisis, within the food industry. 

 
The second outcome of learning will be assessed by submission of a report 

of a recall test: the report will provide a detailed account of materials 
tracking, reconciliation and the examination of key control records. The 

report will identify the people and organisations that would be affected by 
the recall and the support agencies that may be of use in investigating any 
associated incident. The report will be assessed during an open book 

interview where the criteria 2.1 to 2.5 listed above will be fully assessed. 
 
The learner will achieve 3.1 by identifying the roles and responsibilities 
within an incident management team, and for 3.2 the learner will provide an 
example of adjustment of the composition of an incident team to deal with 

changing circumstances. To achieve 3.3 the learner will explain why the 
incident team need privacy and security and for 3.4 the reasons why 

teamwork is advantageous in incident management. To achieve 3.5 the 
learner will identify the consequences of not communicating the closure of 
an incident.  

 
For learning outcome 4.1- 4.3 the learner will demonstrate an 

understanding of the impact of communication on the development of an 
incident and the way that communication can be used to manage 
expectations during interview.  

 
To achieve 5 1 the learner will describe how the hazard and risk assessment 

techniques used in HACCP can be applied to the subject of food defence and 
why these two areas of risk are different.  For 5.2 and 5.3 the learner will 

demonstrate that they can identify vulnerabilities of the food delivery from 
farm to fork and will be able to explain the purpose of ALERT 5 using .   
 

To achieve 6.1-6.4 the learner  will construct a food defence risk 
assessment that include upstream and downstream dependencies and 

procedures for investigation of suspected contamination and action 
planning. To achieve 7.1 the learner will demonstrate that they understand 
the purpose of a food defence plan. For 7.2-7.5 the learner will develop a 

food defence plan based on the risk assessment obtained from 6.2 and 
recording systems to ensure that the plan is operating correctly.  

  
The aim of the assessment is not to gauge the learner’s ability to retain 

facts and figures but their understanding of the information provided and 
knowledge of where to find detail should this be required. The assessment 
interview may be organised using electronic VOI Protocols (Skype or 

similar), telephone or as a face to face meeting. 
 



 

When the learner is confident that they understand the unit materials 
he/she contacts the programme manager and submits the written 

assignments, i.e. a description and explanation of an incident management 

program, a recall test report, a food defence risk assessment and food 
defence plan. An assessor is selected from the Institute of Food Science 

and Technology register of assessors and mentors. This is a list of food 

industry professionals who have their qualifications, background and 
experience assessed once per year and are recognised experts in specific 

food industry sectors. Once an assessor has been assigned he/she arranges 

a mutually convenient time and method of contact and an assessment 
takes place. 

 
In the case of this unit the time taken for this assessment should be at least 

30 minutes and no more than 45 minutes long. The assessor is required 
to record the assessment and send it to the programme manager with a 

recommendation that the learner has passed the unit or has been 

unsuccessful. The results of the assessment are reported to the 
learner within 1 week. 

 

 

Suggested resources 
 
 
Books 

 
 

Traceability in the food and Feed Chain; General principles and basic system 
requirements, Campden BRI 

 
 

Crisis prevention through incident management; being prepared and responding 
effectively Campden BRI Guideline 49 

 

 
 
 
Reference materials 

 
 

BRC Global Standard for Food Safety Issue 5 January 2008 ISBN 978-0-11- 
703791-5 

International Food Standard version 6 July 2011 


